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ESC Technical 
Safety Training

Engineering Safety Consultants Ltd (An 

ERM Group Company) offers a series of 

technical and functional safety training 

programmesthat bring valuable 

knowledge to our customers and 

provide up-to-date information on 

issues relevant to functional safety and 

associated fields. 

The training courses are conducted by 

high calibre consultants with 

considerable knowledge and 

experience in their respective fields and 

are designed to help companies 

improve safety, increase productivity 

and reliability and enhance overall 

business performance.



ESC Technical 
Safety Trainers

Simon Burwood

Simon has worked in the specification, 
design, management and assessment of 
safety-related systems for over 20 years. 

In 2010, Simon co-founded Engineering 
Safety Consultants Ltd. (acquired by ERM 
in January 2021); a specialist technical 
safety consultancy, with a focus on 
Functional Safety.

He is a regular expert speaker on The 
Institute of Engineering and Technology’s 
(IET) annual SIL Seminar and is a Fellow of 
the Safety and Reliability Society (SaRS). 
Simon is also a member of the BSI 
GEL/065/01 Committee and was 
appointed to the IEC 61508 and IEC 61511 
Maintenance Committees (MT 
61508-1-2 & MT61511) as a UK expert on 
Functional Safety.

Simon is a certified Functional Safety 
Expert (TÜV Rheinland, #269/16, SIS, 
PH&RA) for both Safety Instrumented 
Systems (SIS) and Process Hazard & Risk 
Analysis (PH&RA) within the TÜV 
Rheinland Functional Safety Training 
Program for courses accredited on the 
scheme.

Jaspreet K Chana

Jaspreet is an FS Engineer (TÜV 
Rheinland) Functional Safety Engineer 
with a background in Chemical and 
Process Engineering, whose experience 
extends to a variety of industries including 
high risk, critical consequence industries 
such as Nuclear and Oil and Gas.

As a Functional Safety specialist, she has 
considerable experience in conducting 
Risk Assessments covering Process Hazard 
Analysis, SIL Determination, Consequence 
Modelling, As Low As Reasonable 
Practicable (ALARP) demonstration, as well 
as assisting clients to demonstrate 
compliance to IEC 61508/ IEC 61511/ IEC 
62061.

Jaspreet has extensive experience in 
Human Error Reliability with experience 
in qualitative and quantitative techniques 
such as Task Analysis, HEART and TESEO. 
Her expertise lies in Reliability and Event 
Modelling including SIL Verification, using 
techniques such as Fault Tree Analysis 
and Reliability Block Diagrams. Within the 
Company, Jaspreet is the technical lead in 
this area which has led her to deliver 
internal and external training courses on 
this subject.



ESC Technical 
Safety Trainers

Dr Fan Ye

Fan is a member of IEC committees 
responsible for the development of IEC 
61508 (Functional safety of E/E/PE 
safety-related systems) and IEC 62443 
(Security for industrial automation and 
control systems).

He has over 15 years of experience in 
providing consultancy services on 
functional safety and IACS cyber security.

Dr Esteban Bernechea

Esteban has over 10 years of experience 
in process engineering and process and 
functional safety, providing consultancy 
for a wide variety of industry sectors (Oil 
& Gas, chemicals, biocontainment, power 
generation, etc.).

He has a Chemical Engineering 
background and holds a Doctorate degree 
for his work related to the application of 
QRA and ISD as optimisation tools. He is 
also a certified Functional Safety Engineer 
(FS Eng TÜV Rheinland).

Esteban has extensive experience 
chairing Process Hazard Analysis (HAZOP, 
HAZID, etc.) and delivering Functional 
Safety (SIL determination, verification, 
etc.) studies.

I really liked the course, the 
information is good, of high 

quality and the experience of the 
speaker contributes a lot.

I just finished the Introduction to 
Functional Safety Course which 

was delivered by Simon Burwood. 
The course was a great overview 
to FS and Simon’s knowledge on 

the subject was excellent. 

The way ESC conducted the online 
training was very good, I did not 
feel like I missed out on anything 

that I would have received from a 
face-to-face training course.



Engineering Safety Consultants Ltd (An ERM Group Company) is an approved course provider for the 
Safety Instrumented Systems training of the TÜV Rheinland Functional Safety Training Program.

Why attend the course?

There is an increasing dependence on Safety Instrumented Systems to achieve tolerable risk levels in the 
process sector. 

In addition there is an increasing need to justify that the risk levels that have been achieved are 
tolerable. Subsequent to incidents such as Texas City (USA) and Buncefield (UK), there has been a 
greater emphasis on standards such as IEC 61508 and IEC 61511.

The standards cover not only the design requirements of the systems themselves but also the 
development of the Safety Requirements Specification in terms of the Safety Instrumented Functions to 
be performed and the Safety Integrity Levels of those Safety Instrumented Functions.

The management of functional safety and the competence of those involved in any Safety Lifecycle 
activity are also specified in the standards.

Course details

The course consists of three days tuition and 
practical guidance, mixed with practical exercises 
based on real life examples. Day four consists of a 
Two-Part examination where:

• Part 1 of the examination comprises a number
of Multiple-Choice questions (where only one
answer is correct) and Multiple-Response
questions (where, at most only two correct 
answers are possible)

• Part 2 of the exam consist of 10 multiple-part
questions. Three marks per question are
available for a correct answer 

Upon achieving the pass mark of 75%, the 
candidate will be eligible for the ‘TÜV FS Eng’ 
Qualification.

All trainers are registered as TÜV FS Experts 
and trainers on the TÜV Rheinland 
Functional Safety Training Program

Who will benefit

The course is aimed at those who have 
responsibilities within the scope of IEC 61508 & 
IEC 61511. In particular:

• Systems integrators of Safety Instrumented 
Systems being designed to meet the 
requirements of IEC 61511

• Control and instrumentation engineers,
chemical engineers, mechanical engineers,
electrical engineers who have responsibility for
HAZOPs and SIL determination exercises,
specification, design, operation and
maintenance of plants employing Safety
Instrumented Systems

• End users’ with responsibility for the operation
and maintenance phase of the safety lifecycle
who wish to have a better understanding of
the design and systems integration process so
they are able to make informed decisions that
have an impact to the operation of the
facilities (e.g. implications on future
maintainability of the safety instrumented 
systems)

Safety Instrumented Systems
FS Engineer (TÜV Rheinland)



Course Learning Objectives

By the end of this course, participants should 
have an understanding of:

• Management of functional safety and 
specifying competence and competence 
assessment;-Functional safety and the role of
IEC 61508 and IEC 61511 in achieving
functional safety

• The concept of risk reduction, risk reduction
parameters and the concept of a target and a
tolerable risk

• The concept of a safety instrumented function
with respect to its functionality

• The concept of a safety instrumented function
with respect to its safety integrity

• The role of a Safety instrument System, other
engineered measures and risk parameters in
achieving a tolerable risk

• Safety Integrity and Safety Integrity Level (SIL)

• SIL determination concepts and methods

• Modes of operation and associated Target
Failures Measures

• Hardware Safety Integrity, Systematic Safety 
Integrity & Systematic Capability

• Hardware Fault Tolerance and Safe Failure
Fraction

• Procurement of element/devices in 
accordance with IEC 61508

• Functional Safety Assessment and Certification

• Design essentials for IEC 61508

• Design essentials for IEC 61511

• Functional Safety Assessment for IEC 61508

• Functional Safety Assessment for IEC 61511

Certificate Renewals (5 & 10 years)

The TÜV Rheinland (FS Engineer) certificate can 
be extended following the successful completion 
of the first course. 

The first renewal (5 years) requires submission of 
evidence direct to TÜV Rheinland and the 
appropriate fee to renew for a further 5 years (If 
people wish to sit the course again then we will 
welcome you on to one of our courses for the 
appropriate course fees). 

The second renewal requires the candidate to 
take the course to refresh their knowledge and 
pass the exam.

When booking for the 2nd renewal please advise 
us as a different pre-course form is required to be 
submitted to TÜV Rheinland.

Certification pre-requisites 

To participate in the TÜV Rheinland Functional 
Safety Training Program and receive the FS 
Engineer (TÜV Rheinland) certificate the following 
requirements have to be met:

• A minimum of 3 years’ experience in the field
of functional safety

• University degree (Master’s or Bachelor’s
degree in Engineering) or

• Equivalent engineer level responsibilities status
certified by employer

Re-Exam

(for those who did not pass the examination)

After 3 months and within one year after a failed 
examination, applicants may sign up once for 
another examination, free of charge. The re-sit of 
the examination will need to be on one of our 
other course dates.

Safety Instrumented Systems
FS Engineer (TÜV Rheinland)



Safety Instrumented Systems
FS Engineer (TÜV Rheinland)

Course

FS Engineer (TÜV Rheinland) with Exam
Full  course including exam and FS Engineer (TÜV Rheinland) certificate

£1,990.00 (+VAT)

FS Engineer (TÜV Rheinland) Course Only
This course can be completed without taking the examination. Participants will receive 
a certificate of attendance, but not a FS Engineer (TÜV Rheinland) certificate

Note: The course must be retaken in full to sit the exam

£1,650.00 (+VAT)

Second Renewal - FS Engineer (TÜV Rheinland) with Exam
Full  4 day course including exam and FS Engineer (TÜV Rheinland) 10 year certificate. 
This course can be completed without taking the examination held on day 4. 
Participants will receive a certificate of attendance, but not a FS Engineer (TÜV 
Rheinland) certificate

£2,140.00 (+VAT)

For dates and booking page visit www.esc.uk.net/safety-instrumented-systems-tuv-fs-eng

Eligibility Form

The eligibility form needs to be completed as 
concisely as possible demonstrating your 
experience in Functional Safety. Ensure that 
sufficient detail is included on the specific tasks 
completed and against which standards to enable 
the confirmation of eligibility more easily.

We recognize that other industrial experiences 
will be relevant to the participants roles. 
However, on this form we only require the FS 
activities..

The final pages are for  data processing purposes, 
if you select that TÜV Rheinland can’t contact you 
then you WILL NOT receive your certificate upon 
successful completion of the course. 

Download FS Engineer_Eligibility

Eligibility Form Second Renewal

The form for second renewal requires the 
completion of a different form. Please complete 
this form as concisely as possible with relevant 
detail on FS activities including Continued 
Professional Development in the last 5 years.

Submit your evidence to training@esc.uk.net.

Second renewal instructions and form available 
below.

2nd Extension of FS Engineer – Instructions

Download Second Renewal FS Engineer Form

Participants will not be allowed to attend the course until the form has been submitted and 
approved. Please note you may be asked to include more details. 
Submit your form along with Degree certificate scan OR Employer letter to training@esc.uk.net.

Price

www.esc.uk.net/safety-instrumented-systems-tuv-fs-eng
https://esc.uk.net/wp-content/uploads/2022/01/ESC_Participant_Eligibility-Requirements_FSEngineer_2022.docx
https://esc.uk.net/wp-content/uploads/2021/01/INFORMATION_2nd-Extension-of-FS-Engineer-TUEV-Rheinland-Certificate_2020_vg.pdf
https://esc.uk.net/wp-content/uploads/2021/01/FORM-SHEET_2nd-Extension-of-FS-Engineer-TUEV-Rheinland-Certificate_2020_II.pdf


Engineering Safety Consultants Ltd (An ERM Group Company) is an approved course provider for the 
TÜV Rheinland Cyber Security Training Program.

Why attend the course?

The objective of this training course is to provide participants the necessary knowledge to successfully 
deal with the Cyber Security challenges in the context of architecture, specification, operation, 
management and maintenance of Industrial Automation and Control Systems (IACS) according to the 
relevant standard IEC 62443.

This training course provides an essential understanding of Cyber Security technical and application 
fundamentals in the context of industrial communication networks and relevant technologies.

This course also provides an understanding of the key principles and practices that are introduced in the 
advanced trainings “Security Risk Assessment” and “Cyber Security for Components” of the TÜV 
Rheinland Cyber Security Training Program.

Fundamentals of Cyber Security 
(TÜV Rheinland)

Course details

The course consists of three days of classroom 
tuition and practical guidance, mixed with 
practical exercises based on real life examples.

The exam takes place on the fourth day. The 
exam consists of multiple-choice questions only 
and is a “closed book” exam and of approx. 2 
hours.

Course Content

• Security Awareness

• Standards, Frameworks and Guidelines

• Networking Basics

• TCP/IP Basics

• Technical Cyber Security

• Organizational Cyber Security

• Effective Countermeasures

• Further Aspects of Cyber Security

Who will benefit

The course is aimed at those with a need to 
understand the requirements and objectives of 
cyber security in the context of IACS, including

• Technicians

• Engineers

• Developers

• System integrators

• Consultants and managers involved in
specification

o Design

o Development

o Maintenance

o Operations

o and management of IACS



Course Learning Objectives

• Describe the principles of security and cyber
security management and the key features of
industry standards and technical reports

• Understand the fundamentals of industrial
communication networks and relevant
technology

• Understand the requirements for
communication protocols, routing and
segmentation

• Appreciate the key requirements for
countermeasures, design, operations &
maintenance regarding cyber security lifecycle
phases, roles and responsibilities

• Understand the requirements for
organisational security, business impact,
planning and recovery in terms of policy,
procedures, guidelines and competency
requirements

• Understand the requirements for proper
inspection, operation, maintenance and 
modification of installed cyber security
measures as required by several safety &
security standards

Certification pre-requisites 

There are no specific requirements for delegates 
wishing to attend this training course, however a 
basic knowledge of IACS, industrial 
communication networks and IT / OT interface user 
knowledge would be beneficial.

Letter of Confirmation

The provision of the issuing of a ‘Letter of 
Confirmation’ of successful completion of the Cyber 
Security Fundamentals course requires the form 
below to be completed.

ESC Declaration of Consent 2022

All trainers are registered as TÜV CySec 
Experts and trainers on the TÜV Rheinland 
Cyber Security Training Program.

Note: Attending the Fundamentals of Cyber 
Security training and passing the exam or only 
passing the exam of the training is a prerequisite to 
attend the Cyber Security advanced trainings of the 
TÜV Rheinland Cyber Security Training Program 
including the Security Risk Assessment course.

.

Fundamentals of Cyber Security
(TÜV Rheinland)

Course

Fundamentals of Cyber Security (TÜV Rheinland) with Exam
Full  4 day course including exam and Fundamentals of Cyber Security (TÜV Rheinland) 
certificate

£1,990.00 (+VAT)

Fundamentals of Cyber Security (TÜV Rheinland) Course Only
This course can be completed without taking the examination held on day 4. 
Participants will receive a certificate of attendance, but not a Fundamentals of Cyber 
Security (TÜV Rheinland) certificate

Note: The course must be retaken in full to sit the exam

£1,650.00 (+VAT)

For dates and booking page visit www.esc.uk.net/fundamentals-of-cyber-security-tuv-rheinland

Price

www.esc.uk.net/fundamentals-of-cyber-security-tuv-rheinland
https://view.officeapps.live.com/op/view.aspx?src=https%3A%2F%2Fesc.uk.net%2Fwp-content%2Fuploads%2F2022%2F01%2FESC_Exam-Cover-Sheet_Fundamentals-of-Cyber-Security_2022.docx&wdOrigin=BROWSELINK


Cyber Security Risk Assessment 
(TÜV Rheinland)

Why attend the course?

The objective of the course is to provide participants with a fundamental understanding of the principles 
of IACS Cybersecurity Risk Assessment in the process industries according to IEC 62443 and to 
understand:

The role and the process of Security Risk Assessment (SRA) in gaining an understanding of the security 
risks on the facility and their potential consequences.

The concept of Security Level – Targets (SL-T) and the Cyber Security Requirements Specification (CSRS).

The relationship between SL-T and CSRS to the design and implementation of security countermeasures 
that are capable and able to achieve the security requirements needed of the determined security level.

The course is based around a practical case study that will be developed across the three days of the 
course taking the delegate through the SRA process. The course is a modular structure of classroom 
tuition followed by a case study practical, which will take the participant through the SRA process as 
identified in IEC 62443-3-2.

Course Learning Objectives

The objective of the course is to provide 
participants with a fundamental understanding of 
the principles of IACS Cybersecurity Risk 
Assessment in the process industries according to 
IEC 62443 and to understand:

• The role and the process of Security Risk
Assessment (SRA) in gaining an understanding
of the security risks on the facility and their
potential consequences.

• The concept of Security Level – Targets (SL-T)
and the Cyber Security Requirements
Specification (CSRS).

• The relationship between SL-T and CSRS to the
design and implementation of security
countermeasures that are capable and able to
achieve the security requirements needed of
the determined security level.

The course is based around a practical case study 
that will be developed across the three days of 
the course taking the delegate through the SRA 
process. 

The course is a modular structure of classroom 
tuition followed by a case study practical, which 
will take the participant through the SRA process 
as identified in IEC 62443-3-2.

Who will benefit

• Functional, Process and Technical Safety
Engineers

• Control and Instrument Engineers and
Managers

• Process Engineers

• Operations personnel and Managers

• Maintenance staff

• Consultants, advisors and persons involved in
Management, Engineering, Operations and
safety of process operations.

• Persons with PH&RA experience and who are
currently involved in Process Hazard and Risk
Analysis, and will be required to take part in
the Security Risk Assessments and
Cybersecurity Requirements Specification.

All trainers are registered as TÜV CySec
Experts and trainers on the TÜV Rheinland 
Cyber Security Training Program.



Course details

The Cyber Security Risk Assessment training 
course is a 4-day training.

The course consists of three days of tuition and 
practical guidance, mixed with practical exercises 
based on real life examples.

The exam takes place on the fourth day. The 
exam is 4 hours and consists of two parts:

• Part 1 consists of 30 multiple-choice questions

• Part 2 is Open-Ended exam

Note: Attending the Fundamentals of Cyber 
Security training and passing the exam or only 
passing the exam of the training is a prerequisite 
to attend the Cyber Security advanced trainings of 
the TÜV Rheinland Cyber Security Training 
Program including the SRA course.

Re-Exam

After 3 months and within one year after a failed 
examination, applicants may sign up once for 
another examination, free of charge. The re-sit of 
the examination will need to be on one of our 
other course dates.

Certification pre-requisites 

In accordance with the TÜV Rheinland 
Functional Safety and Cyber Security Program:

• A minimum of 3 to 5 years experience in a
related field (e.g. Control & Instrumentation,
process engineering, IT/OT, functional safety
or cyber security).

• University degree or equivalent engineering
experience and responsibilities as certified by
employer or engineering institution.

Eligibility Form

The form has to be complete concisely as 
possible demonstrating your experience in 
Control & Instrumentation, process engineering, 
IT/OT, functional safety or cyber security. The 
experience does not need to be concurrent.

Sufficient detail to be included on the specific 
tasks completed and against which standards to 
enable the confirmation of eligibility more easily.

Submit your evidence to training@esc.uk.net.

Download Cyber SRA Eligibility Form

Cyber Security Risk Assessment 
(TÜV Rheinland)

Participants will not be allowed to attend the course until the form has been submitted and 

approved. Please note you may be asked to include more details.

Price

Cyber Security Risk Assessment (TÜV Rheinland) with Exam

Full 4 day course including exam and Cyber Security Risk Assessment (TÜV Rheinland) 
certificate

£1,990.00 (+VAT)

Cyber Security Risk Assessment (TÜV Rheinland) Course Only

This course can be completed without taking the examination. Participants will receive 
a certificate of attendance, but not a Cyber Security Risk Assessment (TÜV Rheinland) 
certificate

Note: The course must be retaken in full to sit the exam

£1,650.00 (+VAT)

For dates and booking page visit www.esc.uk.net/cyber-security-risk-assessment-tuv-rheinland

www.esc.uk.net/cyber-security-risk-assessment-tuv-rheinland
https://esc.uk.net/wp-content/uploads/2022/07/ESC_Participant_Eligibility-Requirements_TUV-Cyber-SRA_2022.docx


Introduction to SIL Determination
1 Day Training Course
The Introduction to SIL Determination Course provides an introduction to the fundamentals of a SIL 
Determination study in context of IEC 61508 and IEC 61511.
As part of the requirements to meet international standards IEC 61508 and IEC 61511, a Safety 
Integrity Level (SIL) Determination study is essential to determine the required risk reduction target 
expressed as a Safety Integrity Level (SIL) Target for a Safety Instrumented System (SIS).

Course Learning Objectives

• The concept of SIL Determination in the
context of the requirements of IEC 61508 and 
IEC 61511

• The concept of risk reduction, risk reduction
parameters and the concept of a tolerable risk

• The concept of a Safety Instrumented Function
with respect to its functionality and its
performance

• The role of a Safety Instrument System, other
engineered measures and risk parameters in
achieving a tolerable risk

• Safety Integrity and Safety Integrity Level (SIL)
• SIL determination concepts and methods
• Modes of operation and associated Target

Failures Measures
• Application of the Risk Graph Method for

determining SIL requirements
• Fundamentals of the Layers of Protection

Analysis (LOPA) methodology
• Key points when preparing for a SIL

Determination workshop
• Use and application of the software package

ProSET’s SIL Comp Module to conduct and
record a SIL Determination study

• Demonstration of the As Low As Reasonably 
Practicable (ALARP) principle using Cost
Benefit Analysis (CBA)

Qualifications, Skills, Competence gained

• Certificate setting out the key topics covered in
the course.

• Knowledge of key concepts that underpin SIL
Determination studies.

• Understand the requirements for SIL
determination studies in the context of IEC 
61508 and IEC 61511 standards.

• Tools to conduct an effective and efficient SIL
determination study.

• SIL Determination Workshops with real
examples to demonstrate an understanding of
the SIL Determination process.

Who will benefit

Aimed at those who have responsibilities within 
the scope of IEC 61511. In particular:
• Plant managers of process plants who have

responsibility for the management of FS 
involving Safety Instrumented Systems.

• Control and instrumentation engineers,
chemical engineers, mechanical engineers,
electrical engineers who have a responsibility
or are expected to participate in SIL
Determination exercises, specification, design,
operation and maintenance of plants
employing Safety Instrumented Systems.

• Systems integrators of SIS being designed to
meet the requirements of IEC 61511.

Course

Introduction to SIL Determination I 1 Day Course £350.00 (+VAT)

For dates and booking  www.esc.uk.net/introduction-to-sil-determination-1-day-training-course

Price

www.esc.uk.net/introduction-to-sil-determination-1-day-training-course


Introduction to SIL Verification
2 Day Training Course
The two day SIL Verification Course is intended to provide the fundamental knowledge and 
understanding required to undertake a SIL Verification study in the context of IEC 61508 and IEC 61511.

Course overview

Performing a Random Hardware Failures 
Assessment (commonly referred to as SIL 
Verification) on a Safety Instrumented Function 
(SIF) is a key requirement specified in 
international standards IEC 61508 and IEC 61511. 
This requirement ensures that that the SIF meets 
the required target failure measure in terms of 
Probability of Failure on Demand (PFD) or 
Probability of Failure per hour (PFH) as identified 
in the SIL Determination study.

Who will benefit

Aimed at those who have responsibilities within 
the scope of IEC 61511. In particular:
• Plant managers of process plants who have

responsibility for the management of
functional safety involving Safety Instrumented
Systems.

• Control and instrumentation engineers,
Chemical engineers, mechanical engineers,
electrical engineers who have a responsibility
or have participated in SIL Determination
exercises, specification, design, operation and
maintenance of plants employing Safety
Instrumented Systems.

• Engineers who have a responsibility to perform
or review reliability calculations

• Systems integrators of Safety Instrumented
Systems being designed to meet the
requirements of IEC 61511

Course Learning Objectives
• The concept of Random Hardware Failures

Assessment in the context of the requirements 
of IEC 61508 and IEC 61511

• The concept of a Safety Instrumented Function
with respect to its functionality and its
performance

• Safety Integrity and Safety Integrity Level (SIL)
• The concept of failure rate and diagnostics
• Criticality of defining Failure modes
• Modes of operation and associated Target

Failures Measures
• The concept of Probability of Failure on

Demand (PFD) and Probability of Failure (PFH)
when assessing random hardware failures

• The concept of Hardware Fault Tolerance (HFT)
and Safe Failure Fraction (SFF) when assessing
Architectural Constraints

• Reliability modelling techniques using
Reliability Block Diagrams (RBDs) and Fault
Tree Analysis (FTA)

• Accounting for Common Cause Failures when
assessing sub-systems with redundancy

• Criticality of choosing appropriate Failure Rate
Data

• Impact of proof testing and partial stoke
testing on the failure measure

• Use and application of the software package
ProSET’s SIL Comp Module to carry out
reliability modelling

Price

Introduction to SIL Verification I 2 Day Training Course £800.00 (+VAT)

For dates and booking page visit  www.esc.uk.net/sil-verification-2-day-training-course

Course

www.esc.uk.net/sil-verification-2-day-training-course


IEC 61508 Software Safety
2 Day Training Course
This software safety training course enables participants to understand and apply the principles of 
functional safety to the development and assessment of safety-related software systems, to the IEC 
61508 standard.

Course Overview

It teaches the primary elements of the software safety lifecycle and how these are applied to 
safety-related software systems development. It covers the assessment of safety-related software 
systems to confirm that the allocated safety requirements have been achieved. 

Participants will develop expertise in applying techniques and methods necessary to specify, design, 
implement and assess safety-related software systems to meet the requirements of IEC 61508.

Outline Content

• Introduction to IEC 61508
• Management of functional safety and 

functional safety assessment
• IEC 61508 compliance framework and

compliance requirements for software
• Differences between software and hardware

safety requirements
• Software safety lifecycle in the context of the

overall safety lifecycle
• Software systematic capability and systematic

safety integrity
• Software safety requirements (including

differences between system and application
software)

• Software configuration management and 
traceability

• Software modification
• Software verification and validation (V&V)
• Tool qualification
• Software safety in the context of other related

standards such as IEC 61511, EN 50128, Def
Stan 00-055, DO-178, ARP4754, CAP 670

• New developments in IEC 61508 on software
safety

Course Learning Objectives

• Management of functional safety for software
• Distinction between software and hardware

safety
• Deriving software safety requirements from

the system safety requirements
• Defining software safety requirements using

appropriate hazard identification and risk
assessment methods

• Selection of appropriate software architecture,
methods and techniques to meet the allocated
SIL requirements

• Software safety in the context of other related
standards such as IEC 61511, EN 50128, Def
Stan 00-055, DO-178, ARP4754, CAP 670 and
so on

• Future developments of IEC 61508

Who Should Attend

Software engineers, system integrators and
software safety engineers who are involved in 
delivering IEC 61508 compliant software systems



IEC 61508 Software Safety
2 Day Training Course
Course Module Details

• IEC 61508 overview
o IEC 61508 compliance framework
o Management of functional safety,

functional safety assessment
o Safety lifecycle
o Safety Integrity Level (SIL)
o Random failures versus systematic failures

• IEC 61508 Part 3 overview
o How does Part 3 fit in the overall IEC

61508 and E/E/PE system lifecycle
o Overview of the IEC 61508 Part 3 scope,

structure and content
o Differences between software and

hardware
o Compliance framework for software

• IEC 61508 Part 3 software requirements
o Software development lifecycle and safety

lifecycle
o Software safety requirements and

methods of deriving the requirements
o Requirements applicable throughout

software development lifecycle
 Software configuration 

management
 Software forward and backward

traceability
 Software verification and 

validation (V&V)
 Software modification
 Software tool qualification

o Requirements applicable to specific
software development lifecycle stages

o Differences between system and application
software

• Software safety in the context of other related
standards
o Similarities and differences between IEC

61508 and other standards, including
 IEC 61511
 EN 50128
 Def Stan 00-55
 DO-178, ARP4754, CAP 670

• IEC 61508 Part 3 potential new developments,
including
o IEC 61508 maintenance committee

activities
o Key software safety topics being discussed

and debated
o Software lifecycle
o Proven in use
o Tool qualification
o Data safety

Qualifications, Skills, Competence Gained

• Certificate setting out the key topics covered in
the course

• Enhanced knowledge of software safety

• Enhanced knowledge of the software
compliance requirements of IEC 61508

Recommended Prior Study

Basic understanding of IEC 61508 requirements, 
e.g. by reading the standard, or attending ESC’s 
Introduction to Functional Safety 1 Day Training
Course.

Course

IEC 61508 Software Safety I 2 Day Training Course £800.00 (+VAT)

For dates and booking page visit www.esc.uk.net/software-safety-training-course

Price

www.esc.uk.net/software-safety-training-course


Introduction to HAZOP
1 Day Training Course

Course Learning Objectives

• The concept of Process Hazard Analysis (PHA)
in the context of the requirements of IEC
61508 and IEC 61511

• The concept of Hazard, Risk and the As Low As
Reasonably Practicable (ALARP) principle

• Essential Features of a HAZOP Study

• Structured Methodology applied in a HAZOP
study

• The concept of Risk Ranking and Risk Matrices
for use in the study

• Application of HAZOP studies for Batch
Processes

• Key Points when preparing for a HAZOP
workshop

• Use and application of the software package
ProSET’s PHA Comp Module to conduct and 
record PHA studies

Who will benefit

Aimed at those who have responsibilities within 
the scope of IEC 61511.  In particular:

• Plant managers of process plants who have
responsibility for the management of
functional safety

• Control and instrumentation engineers,
chemical engineers, mechanical engineers,
electrical engineers who have a responsibility
or are expected to participate in Process
Hazard Analysis workshops, specification,
design, operation and maintenance of plants 
employing Safety Instrumented Systems

• Project Managers and Key Stakeholders who 
have overall responsibility for ensuring safety
and need to be aware of Major Accident
Hazards (MAHs)

Course

Introduction to HAZOP I 1 Day Course £350.00 (+VAT)

For dates and booking page visit www.esc.uk.net/introduction-to-hazop-1-day-training-course

This a one day course intended to provide an introduction to the fundamentals of a HAZOP study.

As part of the Risk Analysis process detailed in international standards IEC 61508 and IEC 61511, 
Process Hazard Analysis (PHA) tools such as HAZop and OPerability (HAZOP) are used to identify 
potential undesirable events that could lead to hazardous scenarios or operability problems within a 
process.

Qualifications, Skills, Competence gained

• Certificate setting out the key topics covered in the course.

• Knowledge of key concepts that underpin PHA studies.

• Understand the structured methodology used in HAZOP Workshops

• Tools to conduct an effective and efficient HAZOP study

• HAZOP Workshops with real examples to demonstrate an understanding of the HAZOP process.

Price

www.esc.uk.net/introduction-to-hazop-1-day-training-course


Introduction to ProSET
1 Day Training Course
Course overview
The Introduction to ProSET course provides an introduction to the ProSET family of tools, including 
Hazard Identification and SIL Assessment using ProSET.
ProSET – the Process Safety Evaluation Toolset combines a family of modules allowing the user to 
complete risk assessment activities part of the Functional Safety Lifecycle, as required by international 
standards such as IEC 61508 and IEC 61511.

Who Will Benefit
The course is aimed at users of the ProSET 
package. The training will be beneficial to users 
involved in Hazard analysis and Functional Safety 
activities in the following organization types:
• Consultants
• Site Operators
• System Integrators
• EPC staff

Course Details
An introduction/overview of key principles:
• Introduction to HAZOP Studies
• Introduction to SIL Determination
• Introduction to SIL Verification
• Worked Examples (of each) using ProSET

Course

Introduction to ProSET I 1 Day Course £350.00 (+VAT)

For dates and booking page www.esc.uk.net/training/introduction-to-proset-1-day-training-course

Price

www.esc.uk.net/training/introduction-to-proset-1-day-training-course


Introduction to QRA
1 Day Training Course
Course overview

The introduction to Quantitative Risk Assessment (QRA) course enables participants to understand the 
requirement of a QRA study, the process of conducting QRA study, interaction between QRA and other 
technical or functional safety studies, and how the results of QRA study can be used for the process 
design, normal operation and risk management by the process industries.

Pre-requisites

Participants should be familiar with the basics of 
functional safety and risk assessment.
Also, having attended training or obtained 
knowledge of 
• Hazard identification (e.g. HAZOP)
• SIL determination / assessment (e.g. LOPA)
• SIL verification (e.g. FTA and RBD),
• DNV PHAST

Course Learning Objectives

• General Introduction of QRA
• Hazards Identification & Frequency Estimation
• Consequence & Impact Analysis
• Risk Assessment and mitigation

Course

Introduction to QRA I 1 Day Training Course £350.00 (+VAT)

For dates and booking page visit www.esc.uk.net/introduction-to-qra-1-day-training-course

Price

www.esc.uk.net/introduction-to-qra-1-day-training-course


ESC Technical 
Safety E-Learning

ESC also offers two e-learning courses 

that were developed by its experts in 

partnership with ABB and IET – The 

Institution of Engineering and 

Technology.

The e-learning courses have advantages 

as the participants can go through the 

material at their own pace, fitting the 

studies to their own time and schedule.

The courses are available through the 

partners training portals.

For further details contact the training 

team on training@esc.co.uk.



Introduction to Functional Safety
E-Learning Course
The Introduction to Functional Safety e-learning course was developed by ESC experts in partnership 
with the IET – The Institution of Engineering and Technology.

The course is based on ESC’s Introduction to Functional Safety 1 day training course but with a more 
in-depth look at the concepts and requirements of the international standard IEC 62508.  

The advantage of the E-learning course is that the participant can go through the course at their own 
time and pace providing a sound basis for anyone involved in the management, specification, design, 
system integration, operation, modification, and maintenance of safety-related systems.

Course overview

Functional safety is the achievement of safety 
through the application of control systems and 
requires identifying what must be done to 
prevent the hazardous event from occurring and 
how well it should be done in terms of the 
system performance. 

Such systems, in the context of this course are 
referred to generically as Electrical / Electronic / 
Programmable (E/E/PE) safety-related systems.

The achievement of functional safety is a multi-
disciplinary approach involving a wide range of 
disciplines including:

• Control and instrumentation engineer

• Mechanical engineers

• Chemical engineers

• Electrical engineers

• Plant managers and engineers

In the context of this course “E/E/PE safety-
related systems” refers to those systems that are 
intended to achieve, together with the other risk 
reduction measures, the necessary risk reduction 
to meet the required tolerable risk. Increasingly, 
E/E/PE safety-related systems form an essential 
part of the overall framework for the 
achievement of a tolerable risk.

The course is based on international standard IEC 
61508, “Functional safety of Electrical, 
Electronic, and Programmable Electronic safety-
related systems” which is a standard which can 
be used on its own but also has the status of a 
basic functional safety standard from which 
other functional safety standards are based.

Who will benefit

This course is suitable for technical staff, and 
managerial staff managing functional safety, or 
involved with, the specification, design, system 
integration and maintenance involving complex 
E/E/PE safety-related systems.



• Understand the course is based on the concepts
and requirements of international standard IEC
61508
• Understand the concept of functional safety and
its relationship to safety
• Understand the terminology relating to systems
and risk concepts
• Understand the overall system architecture
comprising the Equipment Under Control (EUC),
the EUC Control System and the
Electrical/Electronic/Programmable Electronic 
(E/E/PE) safety-rated system
• Understand the concept of Safety Integrity Level 
(SIL) in the context of
Electrical/Electronic/Programmable Electronic 
(E/E/PE) safety-rated systems
• Learn about Multiple Layers of Protection &
Mitigation
• Understand the role that the SIL of a safety
function plays in achieving the Target Risk
• Understand the concept of Safety Lifecycles and
the role they play in the achievement of
functional safety
• Learn about the System Safety Requirements
Specification and the System Design
Requirements Specification
• Understand what compliance to IEC 61508
means
• Understand the concept of Safe and Dangerous
Failures in the context of Safety Functions
• Learn about Random Hardware failures and
Systematic Failures
• Understand how Hardware Safety Integrity is 
achieved

• Learn about how the Target Failure Measure for
the safety function is calculated based on random
hardware failure data
• Learn about the sources of random hardware
failure data
• Learn about Proof Testing of safety functions
• Understand the concept of Architectural
Constraints and its role in the achievement of
Hardware Safety Integrity
• Learn about the key parameters that determine
the maximum SIL that can be claimed for a
specific safety function
• Understand the concept of Systematic Safety
Integrity and Systematic Capability
• Learn about the design requirements to achieve
the Systematic Safety Integrity for E/E/PE safety-
related system in respect of a specified safety
function
• Understand Assurance Measures comprising:
Verification, Validation, Functional Safety 
Assessment and Functional Safety Audit and the
role of independence plays in the application of
Assurance Measures
• Understand the role that management plays in 
the achievement functional safety Learn
• Learn about some of the key requirements in
management of functional safety including
competence
• Understand the concept of As Low as
Reasonably Practicable (ALARP) in the context of 
E/E/PE safety-related systems
• Learn about Cost Benefit Analysis (CBA) and the
role it plays in the ALARP demonstration

What you will learn

The course comprises of 11 Modules. An illustration of some of the learning points in the course 
are listed below:

Introduction to Functional Safety
E-Learning Course

For bookings visit www.esc.uk.net/introduction-to-functional-safety-e-learning

www.esc.uk.net/introduction-to-functional-safety-e-learning


Failure Mode and Effects Analysis 
(FMEA) I E-Learning Course
Overview

The application of international standards IEC 
61508 and IEC 61511 require a detailed 
understanding of Failure Mode and Effects 
Analysis (FMEA). 

This course focuses on FMEA in the context of 
these two international standards. FMEA is a vital 
compliance requirement for the design and 
engineering of a safety product and/or Safety 
Instrumented System.

The course has been developed by ABB in 
partnership with ESC. The goal of this course is to 
understand the principles of FMEA, FMECA and 
FMEDA, in the context of IEC 61508, including the 
process and practices to perform an FMEA study.

Whilst the systems integration will be undertaken 
to meet the compliance requirements of IEC 
61511 these elements or devices will have been 
designed to meet the requirements of IEC 61508.

E-Learning Course

With the e-learning training course delegates will 
be able to access the course modules and 
complete the course to fit in with their day to day 
workload. 

The modules include a series of Quizzes based on, 
multiple-choice, true/false and multiple response 
questions. 

Successful completion of the Quizzes, allows the 
delegate to progress to the next module. The 
Quizzes can be undertaken several times with 
feedback given each time a Quiz is undertaken.

Course Duration

The e-Learning course is expected to be 
completed in full within 6 weeks of course licence 
activation.

Participant profile

This training is targeted at control and systems 
engineers, application engineers, especially those 
involved in executing safety system application 
projects.

Prerequisites and Recommendations

Delegates should have knowledge of and 
experience in working on automation, control and 
safety applications, and systems. This includes 
selection and engineering of complex and non-
complex elements/sub systems.

Course Objectives

Upon completion of this course the participants 
will:
• Gain a basic understanding of IEC 61508
• Be able to understand, at a basic level, a third

party manufacturers data sheet developed by
an FMEA process

• With technical support, be able to undertake
an FMEA for a low complexity element/device
(e.g. electromechanical contactor or relay)

• Be able to act as an intelligent observer when
participating in a team undertaking an FMEA
on a complex element/device

• Understand the relationship between the
device FMEA and its integration in to sub-
systems and systems

• Be able to detail the FMEA process, specifically
for use in demonstrating compliance to IEC
61508. (See IEC 61508-2, Annex D – Safety
manual for compliant items)

• Understand the sources of failure rate, failure
mode and diagnostic coverage values

For bookings visit www.esc.uk.net/training/failure-mode-effects-analysis-fmea

www.esc.uk.net/training/failure-mode-effects-analysis-fmea


ESC Technical 
Safety Training

All of ESC’s public courses can be 

scheduled and delivered for your 

company at your premises or a location 

of your choice.

Prices for private courses are upon 

request dependant upon location and 

number of delegates.

As well as the courses listed below in 

the catalogue we can also provide 

custom courses which are designed in 

consultation to suit the clients and / or 

company requirements.

For further details and to request a 

quote contact the training team on 

training@esc.co.uk.



Introduction to Safety Instrumented 
Systems for Technicians
(IEC 61508 / IEC 61511)
Overview
In the context of the operation and maintenance phase, Safety Regulators pay particular attention to 
the ongoing technical management of Safety Instrumented Systems. 
In this context, the technician plays a key role in the maintenance and modification of the Safety 
Instrumented Systems. 
Of particular importance is the concept of Proof Testing of the Safety Instrumented Functions. 
If Proof Testing is not undertaken strictly in accordance with the defined Proof Testing procedures then 
the tolerable risk will not be maintained.

Course Learning Objectives

By the end of this course, participants should 
have an understanding of:

• Fundamentals of functional safety as applied
in the process sector

• Safety Instrumented Systems & Safety
Instrumented Functions

• Functional safety and the role of IEC 61511 in
the achievement of functional safety

• The concept of risk reduction, risk reduction
parameters and the concept of a tolerable
risk

• The role of a Safety Instrumented Systems,
other engineered measures and risk
parameters in achieving a tolerable risk

• The concept of Safety Integrity and Safety
Integrity Level (SIL)

• Maintenance & modification requirements 
for Safety Instrumented Systems

• Override procedures for Safety Instrumented
Functions

• The concept of Functional testing
• The concept of Proof Testing
• The concept of Perfect and Imperfect Proof

Testing
• The concept of Proof Test Coverage
• Proof Test Procedures
• Practical aspects of Proof Testing

Who will benefit

The course is aimed at those who have 
responsibilities within the scope of IEC 61511. In 
particular:

• Technicians who have responsibilities for
Safety Instrument Systems and, in particular,
undertake Proof Testing in accordance with 
defined Proof Testing Procedures.

• Plant managers of process plants who have
responsibility for the management of
functional safety involving Safety
Instrumented Systems.

• Control and instrumentation engineers,
chemical engineers, mechanical engineers,
electrical engineers who undertake or have
responsibilities for Proof Testing of Safety
Instrumented Systems

Qualifications, Skills, Competence gained

• Certificate setting out the key topics covered
in the course

• Enhanced knowledge of the requirements of
Proof Testing and Proof Testing Procedures 
that will facilitate improved decision-making
and better intelligence gathering to support
an effective operation and maintenance
regime



Overview
The key objectives of the course are to provide Senior Managers with an overview of the key technical, 
legal and safety regulatory issues in achieving a tolerable risk so far as they affect the decisions of 
managers with responsibility for functional safety. 
The course will cover Key Performance Indicators in relation to the achievement of functional safety.

Introduction to Safety Instrumented 
Systems for Managers 
(IEC 61508/IEC 61511)

Course learning objectives

• The fundamentals of functional safety
including overview of IEC 61508 and IEC
61511

• Corporate Risk Policy & achievement of legal 
Requirements and demonstrating that the 
Target Risk is achieved As Low As Reasonably
Practicable (ALARP)

• Compliance requirements covering the
Technical requirements, Competence,
Functional Safety Audits, Functional Safety
Assessments, Proof Testing

• Importance of end user knowledge to secure
optimum solutions regarding functional 
safety matters which might have significant
resource implications

• Criteria for suppliers of
devices/elements/subsystems/systems

Key legal and safety regulatory issues

• Introduction and overview of Health and 
Safety legislation: HSW etc. Act 1974;
Management of Health and Safety at Work 
Regulations 1999

• Powers of Inspectors including Improvement
Notices & Prohibition Notices

• Offences and implications for managers
• What happens when things go wrong:

o Investigation by the Safety Regulator
(e.g. HSE)

o Gathering evidence – Statements and 
the Police and Criminal Evidence Act
(PACE)

o Fee for intervention and impact on
investigation

o Penalties
o Fatal accidents, manslaughter and the

role of the police
• Competent Authority Delivery guides;

overview and discussion



Overview

The course will focus on the fundamentals of Functional Safety, incorporating the generic standard IEC 
61508, which is a key cornerstone of subject and other related standards. The course continues and sets 
out the relationships to other sector and product standards.

This is a standalone course for people interested in finding out more on Functional Safety and is a 
benefit for those attending the TÜV Rheinland FS Engineer’s course.

Introduction to Functional Safety 
(IEC 61508)

Course Learning Objectives

By the end of this course, participants should 
have an understanding of

• Management of functional safety
• Safety Lifecycle Concepts
• Compliance framework for IEC 61508
• Functional safety and the role of IEC 61508 and

other related standards in achieving functional
safety

• The concept of risk reduction, risk reduction
parameters and the concept of a tolerable risk

• The concept of a safety function with respect
to its functionality and its performance

• The role of a safety-related, other engineered 
measures and risk parameters in achieving a
tolerable risk

• Concept of Safety Integrity and Safety Integrity
Level (SIL)

• SIL determination concepts and methods
• Functional Safety Assessment and Certification
• Full Course Outline is available here

Who will benefit

• All persons who need to have an
understanding of

o Functional safety in general
o International standard IEC 61508
o Associated standards covering sectors

and products
• Persons who already have some appreciation

of functional safety but wish to gain a better
appreciation of the management of functional 
safety and its core concepts.

• Candidates attending one of ESC’s TÜV
Rheinland FS Engineer courses



Introduction to ICS Cyber Security 
Risk Assessment
Overview
This Introduction to ICS Cyber Security course enables participants to understand the emerging 
requirements of cyber security risk management on the Industrial Control System (ICS) in the context of 
functional safety in accordance with IEC 61511:2016, and to achieve compliance with the requirements and 
meet HSE expectations as set out in the Operational Guidance 86.

Course Learning Objectives

By the end of this ICS Cyber Security course, 
participants should have an understanding of

• The new requirements on conducting cyber
security risk assessment from IEC 61511 and
HSE Operational Guidance 86

• The rationale behind the new requirements
from IEC 61511 edition 2

• What is expected from HSE regarding ICS cyber
security

• How to meet IEC 61511 and HSE requirements
regarding cyber security

• Network fundamentals
• Cyber security fundamentals
• Cyber security risk management
• Cyber security risk assessment
• Resources available in order to meet IEC 61511

and HSE requirements

Who Should Attend

Personnel responsible for ICS security and 
functional safety (within the scope of IEC 61511). 

Qualifications, Skills, Competence Gained

• Certificate setting out the key topics covered
in the course

• Enhanced knowledge of ICS cyber security
• Enhanced knowledge of

o Role of cyber security in functional safety
o Compliance with requirements of IEC

61511
o Cyber security risk assessment
o Cyber security risk management



Contact us on +44 (0) 20 3206 5200
training@esc.uk.net | www.esc.uk.net/training

ENGINEERING SAFETY CONSULTANTS LTD 
2nd Floor Exchequer Court, 33 St Mary Axe, London, EC3A 8AA

www.esc.uk.net/training
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